
MBA Business Software 
Custom Modifications – User Guide  

 

MBA Custom Modifications – User Guide Page 1 of 5 
 

Description: Get Encrypted Payment 

 

 
MBA Business Software 

1117 Perimeter Center West 
Suite E210 

Atlanta, GA 30338 
 

Tech Support: 770 399-8021 
Fax: 770 399-5772 

 

Product ID: CS100M-GEP Release: 1.0 
Application: Sage 100 Version: 5.0+ 
Resource:  

 

Get Encrypted Payment 
Overview 

The Payment Data Access service is an API that retrieves credit card and ACH entries 
from the Sage payment vault and returns the data in a user encrypted format. It is licensed 
for one-year of unlimited use only to Sage Development Partners. 
 

Format 

GetEncryptedCard(GUID$,LicenseKey$,CompanyCode$,PaymentType$,EncryptedCar
d$) 
 
GetEncryptedCard(GUID$,LicenseKey$,MID$,MKEY$,EncryptedCard$) 
 
Where: 

GUID$ This is the CreditCardGUID$ 
LicenseKey$ MBA's License Key. This will be provided by MBA after it has 

been purchased. License keys are based on the Sage Serial 
number and is good for one year. 

CompanyCode$ Company code is the three-digit company code in Sage. 
MID$ MID is the Merchant ID (AR_PaymentType.MerchantID$) or 

Vault Only ID (sy_company.CreditCardVaultOnlyID$) that the 
GUID is based on. 

PaymentType$ PaymentType is the paymentType value in Sage related to the 
GUID. 

*This is required if using CompanyCode$. 
MKEY$ MKEY is the Merchant Key (AR_PaymentType.MerchantKey$) 

or Vault only Key (sy_company.CreditCardVaultOnlyKey$) that 
the GUID is based on. 

*This is required if using MID$. 
EncryptedCard$ This is the variable that the encrypted payment information is 

passed to. It is Encrypted with Alogrithm of AES using Cipher 
mode CBC with a length of 256. 
 
When decrypted the value will be an array containing either the 
Credit Card or ACH data. The layout would be: 
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• Credit Card: 
Credit Card No | Expiration Date MMYY 

• ACH: 
Routing No | Account No | Type (DDA=Checking or 
SAV=Saving) 

 

Returns 

Success or Failure (1 or 0) 
 

Example 

tempOBJ = New(“SY_ccExport”, %SYS_SS) 
 
! Example uses Trial version of ChilKat. Other tools can be used. 
Def Object ChilKat, “ChilkatCrypt2.ChilkatCrypt2.1” 
Success = ChilKat’UnlockComponent(“Trial”) 
 
License$ = “CS100M-GEP-1e59da8067” 
SageSerialNo$ = “1645458” 
 
ChilKat = tempOBJ’GetChilKatObject() 
ChilKat’CryptAlogrithm$ = “aex” 
ChilKat’CipherMode$ = “cbc” 
ChilKat’KeyLength = 256 
ChilKat’PaddingScheme = 0 
Hex$ = “hex” 
ChilKat’EncodingMode$ = Hex$ 
IVHex$ = “000102030405060708090A0B0C0D0E0F” 
ChilKat’SetEncodedIV(IVHex$, Hex$) 
KeyHex$ = HTA(License$) + HTA(SageSerialNo$) 
ChilKat’SetEncodedKey(KeyHex$, Hex$) 
 
GUID$ = “e61216ba840d4a0e8dd1986fc4b60d2c” 
MerchantID$ = “123456654321” 
MerchantKey$ = “P1KS2V89Q5D8” 
 
retVal = tempOBJ’GetEncryptedCard(GUID$, License$, MerhantID$, MerchantKey$, 
EncryptedCard$) 
 
IF NOT(retVal) { 

MSGBOX tempOBJ'lastErrorMsg$ 
} else { 
 Decrypted$ = ChilKat’DecryptStringENC$(EncryptedCard$) 
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 Print Decrypted$ 
} 
 
DROP Object TempOBJ 
 

Install 

Extract the files into the MAS90/SY folder 
 
Files provided are: 

• ChilkatCrypt2.dll - Chilkat encrypt/decrypt 
• SY_ccExport.PVC - Object that contains the function being called to get data. 

 
Requires internet access as well as a working install of Sage 100 version 5.0 or greater. 
 
By Purchasing and using this tool you agree that you are a Sage Development Partner and 
will assume all responsibility for data access and subsequent use. The API service 
follows PCI guidelines but has not been independently certified as PCI Compliant. MBA 
Business Software expressly disavows any liability for improper use. You agree to the 
Disclaimer in this User Guide. 
 

Disclaimer 

PLEASE READ CAREFULLY THIS DISCLAIMER AS IT AFFECTS YOUR 
OBLIGATIONS AND LEGAL RIGHTS. 
 
This DISCLAIMER is an independent legal document. Your rights and obligations when 
you use any of Applications are also may be defined by the following documents 
(agreements): Terms of Use; Privacy Policy; any other terms we let you know about. This 
DISCLAIMER may contain links to any document listed above. The absence of one 
document or all of the listed documents doesn’t affect the validity of this DISCLAIMER. 
 
The following terms have meanings as described below: 

“Applications” – Get Encrypted Payment function 
 
“Owner” (“Applications Owner”) or “Operator” or “we” (“us” or “our”) means a 
natural or legal person, which owns the exclusive rights for the objects of 
intellectual property – the Applications. 
 
“User” (“Users”) means a person (individual) who has installed any of 
Applications on the appropriate technical device and or use the Application, or 
otherwise has access to the functionality of the Application. 
 

THE APPLICATIONS IS PROVIDED “AS IS” WITHOUT ANY WARRANTIES. 



MBA Business Software 
Custom Modifications – User Guide  

 

MBA Custom Modifications – User Guide Page 4 of 5 
 

We make no representations or warranties in relation to these Applications or the 
functionality of the Applications. We also do not warrant that these Applications is fit for 
your purpose, even if you have previously provided notice of your intended purpose, and 
do not warrant that these Applications will operate with no mistakes and disruption of a 
work. 
 
Functional possibilities of Applications and any built-in content are provided for your 
review and use only in accordance with functional purpose of the Applications. 
Functionality of the Applications and related materials and or information are not 
guaranteed or represented to be complete, correct or up to date. These materials, content 
and functionality may be changed from time to time without notice. Therefore, we can 
change the functionality of the Applications at our own discretion by releasing updates. 
We reserve the right, at our own discretion, to correct/rectify any errors or omissions in 
any part of the Applications. We may make any other changes/improvements to the 
Applications and the products, programs, services and/or prices (if any available) 
described/published at any time without any prior notice. 
 
Some of functions of the Applications can be temporarily unavailable (generally it refers 
to network functions). 
 
Whilst every effort is made to ensure accurate functioning of functional modules, 
extensions, code base or integrations as far as possible, the accuracy of the Applications 
are dependent on many factors and thus We cannot and does not ensure any 
comprehensive cover for the functioning. 
 
YOUR USAGE OF THE APPLICATIONS IS AT YOUR OWN RISK. OWNER AND 
ANY OF ITS CONTRACTORS, WHO PARTICIPATED IN PROVIDING THE 
FUNCTIONALITY OF THE APPLICATIONS EXPRESSLY DISCLAIM ANY 
WARRANTY. 
 
You hereby refuse to use these Applications to facilitate or with a view to implement 
such activities as: drug dealing, chemicals or under the control substances distribution; 
releasing goods which violate intellectual property rights; spreading ammunition and 
explosive materials (including fireworks), firearms or edged weapons; fraudulent 
activities, any other illegal activities (in accordance with the law of your jurisdiction and 
the law jurisdiction which interests may be affected in relation to your actions). Also, it is 
prohibited to use hacked version of the Applications. 
Applications is not intended for and shouldn’t be used by persons under the age of full 
legal capacity (in accordance with the requirements of the law of your jurisdiction). In 
any case, the Applications are not provided for using by users under 18 years old. 
 
LIMITATION OF LIABILITY 
 
WE MAKE NO REPRESENTATIONS AS TO ACCURACY, COMPLETENESS, 
SUITABILITY, OR VALIDITY OF THE APPLICATIONS AND ANY 
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INFORMATION IN THE APPLICATIONS AND WILL NOT BE LIABLE FOR ANY 
ERRORS, OMISSIONS, OR DELAYS IN THIS INFORMATION OR ANY LOSSES, 
INJURIES, OR DAMAGES ARISING FROM ITS DISPLAY OR USE OF THE SAME. 
ALL INFORMATION AND FUNCTIONALITY ARE PROVIDED ON AN AS-IS 
BASIS. 
 
We make no representations about the results to be obtained from using the Applications. 
The usage of the Applications and content is at your (the person who uses it) own risk. 
You further agree that We shall not be held responsible for any uncontrollable security 
attack leading to failures of the Applications and in such cases you agree that We shall 
not be held responsible for any type of losses that may occur to you. 
 
We are not liable for user's data safety. 
 
WE ALSO SPECIFICALLY DISCLAIMS AND SHALL HAVE NO LIABILITY TO 
YOU FOR THE FOLLOWING RISKS: operating system failures; errors interactions 
between your hardware, software and the Applications; malware, viruses or other 
malicious software on your device that are able to take control or interfere with the 
Applications; any possible delays in communications; any negative implications for You 
and or the third parties, which ensued from any possible disruption to the work of the 
Applications. 
 
Also, you are agreeing that we can stop support any of Applications at any time and at 
our own discretion. 
 
Functions related to third party services can be unavailable due to limitations or 
changings by these services or termination of their activities. 
 
REASONABLENESS 
 
BY USING APPLICATIONS, YOU ARE AGREE THAT THE EXCLUSIONS AND 
LIMITATIONS OF LIABILITY SET OUT IN THIS DISCLAIMER ARE 
REASONABLE. IF YOU DO NOT THINK THEY ARE REASONABLE, YOU MUST 
NOT USE ANY OF THE APPLICATIONS. 
 
UNENFORCEABLE PROVISIONS 
 
If any provision of this DISCLAIMER is found to be unenforceable under applicable law, 
that will not affect the enforceability of the other provisions of this DISCLAIMER. 
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